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m (54) Title: PLATFORM AND METHOD FOR REMOTE ATTESTATION OF A PLATFORM 

5 (57) Abstract: In one embodiment, a method of remote attestation for a special mode of operation The "^f *^!|j°";P"^^^^ 

® an audit log within pn)tected memory of a platfonn. m audit log is a listing ^ 

O modules loaded intithe platform. The audit log is retrieved from the protected memory in response to r^erving a 

^ SSest fn)m a remotely located platform. Then, the retrieved audit log is digitally signed to produce a digital signature for transfer 

^ to the remotely located platform. 
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T>T A^ri^nPM AND r^-runr^ FOR PFMOnTF. ATTESTATlOia 

A PT.AtFORM 

PAr pTGROUND 

1. EisM 

TUs invention relates to the field of platfonn security. 

Advan<»sinmicioptocessotmidconm.mioationteotaologi«wiaiaplatform 
bav.op«.dupn>=.yappor«mfeforappUcatio..«u.gob.yond<he«diao« 
of domgb»3m«s. Hectromc commerce (eK».™=rcc) andbusincss-to-bi^ess CB2B) 
«„sactions are now becoming popular, reaching the global markets a. a fast rate. 
Unfortunately, while modem microprocessor technology provides users with convement 
and efficient methods of dotog business, communicating and tram,acting. this technolo^ 
Mis to support remote attestation. Remote attestation is a techniqu. for ascertaimng the 
operatingstateofaremotelylocatedplat£bmiinagenerallysecuremam.er,By 

ascertaining the operating state of the platfom. prior to condncting commerce or B2B 
ttansactions with that platform, the user is imparted with greater confidence m the 
security of the transaction. 

UTtmF DESCB TPTTON OF TFP DRAWINGS 

The features and advantages of the present invention wUl become apparent from 
the following detailed description of the present invention in which: 

Figure 1 A is a diagram illustrating an embodiment of the logical operating 
architecture for the IsoXJM architecture of the platform. 

Figure IB is an Ulustrative diagram showing the accessibility of various elements 
in the operating system and the processor according to one embodiment of the inv^^^^^^ 
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Figure 1 C is a first block diagram of an illustrative embodiment of a platform 
utilizing the present invention. 

Figure 2 is a flowchart of the illustrative operations of the platform to generate an 
embodiment of the protected audit log. 

Figure 3 is a block diagram of an illustrative embodiment of a remote attestation 
unit employed in the processor of Figure IC to obtain a protected copy of the audit log. 

Figure 4 is a block-diagram of an illustrative embodiment of aremote attestation 
unit employed in the chipset of Figure IC to obtain a protected copy of the audit log ■ 
external to the chipset. 

Figure 5 is a block diagram of an illustrative embodiment of a remote attestation 
unit employed in the chipset of Figure IC to obtain a protected copy of the audit log 
internal to the chipset. 

Figure 6 is a block diagram of an illustrative embodiment of a remote attestation 
unit employed in the fixed token of Figure IC to obtain a protected copy of the audit log. 

Figure 7 is a block diagram of an illustrative embodiment of a remote attestation 
unit employed in the removable token of Figure IC to obtain a protected copy of the 
audit log. . , 

■ DESCRIPTION 

The present invention relates to a platform and method for remote attestation of a 
platform. Remote attestation may be conducted when the platform is operating in a 
special mode of operation. An example of this special mode includes a processor 
isolated execution 'TsoX" mode as described below. More specifically, a processor 
executing in IsoX mode utilizes hardware-protected keying material that is 
cryptographically unique to produce a digital signature that includes information 
concerning the operating environment of the platform. The hardware that provides 
protection of the keying material, referred to herein as a "remote attestation unit" (RAU), 
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may be integrated in a core logic device (e.g. a processor or a chipset component) or a 
non-core logic device (e.g., token). 

m the following description, certain terminology is used to discuss features of ^e 
present invention. For example, a "platform" includes components that perform different 
functions on stored information. Examples of a platform include, but are not limited or 

restricted to a computer (e.g., desktop, a laptop, a hand-held, a server, a workstation, 
etc.), desktop office equipment (e.g.. printer, seamier, a facsimile machine, etc.), a 

wireless telephone handset, a television set-top box, and the Hke. Examplesofa 
"component" include hardware (e.g.. an integrated circuit, etc.) and/or one or more 
software modules. A "software module" is code that, when executed, performs a certa^ 
function. This code may include an operating system, an appHcation. an applet or even a 
nub being a series of code instructions, possibly a subset of code fix,m an applet. A 

"link" is broadly defined as one or more information-carrying mediums (e.g., electrical 
wire optical fiber, cable, bus, or air in combination with wireless signaling technology) 
to e^Ush a communication pathway. This pathway is deemed "protected" when it is 
virtually impossible to modify information routed over the pathway without detection. 

In addition, the term "information" is defined as one or more bits of data, address, 
and/or control and a "segment" is one or more bytes of information. A "message" is a 
grouping of information, possibly packetized infomiation. "Keying material" includes 
any information needed for a specific cryptographic algorithm such as a Digital Signature 
Algorithm. A "one-way function" is a function, mathematical or otherwise, that converts 
information from a variable-length to a fixed-length (referred to as a "hash value" or 
• "digest"). The term "one-way" indicates that there does not readily exist an inverse k _ 
fimction to recover any discernible portion of the original information from the fixed- 
length hash value. Examples of a hash function mclude MD5 provided by RSA Data 
Security of Redwood City. California, or Secure Hash Algorithm (SHA-1) as specified m 
a 1995 pubUcation Secure Hash Standard HPS 180-1 entitled "Federal Infoimation 
Processing Standards Publication" (April 17, 1995). 
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I. Architecture Overview 

In one embodiment, a platform utiHzing the present invention may be configured 
with an isolated execution (IsoX™) architecture. The IsoX™ architecture includes logical 
and physical definitions of hardware and software components that interact directly or 
mdirectly with an operating system of the platform. Herein, the operating system and a. 
processor of the platform may have several levels of hierarchy, referred to as rings, which 
correspond to various operational modes. A "ring" is a logical division of hardware and 
software components that are designed to perform dedicated tasks within the platform. 
The division is typically based on the degree or level of privilege, namely the ability to • 
make changes to the platform. For example, a ring-0 is the innermost ring, being at the 
highest level of the hierarchy. Ring-0 encompasses the most critical, privileged 
components. Ring-3 is the outermost ling, being at the lowest level of the hierarchy. 
Ring-3 typically encompasses user level appUcations, which are normaUy given the lowest 
level of privilege. Ring-1 and ring-2 represent the intermediate rings with decreasing 
levels of privilege. 

Figure 1 A is a diagram illustrating an embodiment of a logical operating 
architecture 50 of the IsoX™ architecture. The logical operating architecture 50 is an 
abstraction of the components of the operating system and processor. The logical 
operating architecture 50 includes ring-0 10, ring-l 20, ring-2 30, ring-3 40, and a 
processor nub loader 52. Each ring in the logical operating architecture 50 can operate in 
either (i) a nonnal execution mode or (ii) an IsoX mode. The processor nub loader 52 is 
an instance of a processor executive ^E) handler. 

Ring-O 10 includes two portions: a normal execution Ring-0 11 and an isolated 
execution Ring-0 15. The normal execution Ring-0 1 1 includes software modules that • 
are critical for the operating system, usually referred to as the "kernel". These software 
' modules include a primary operating system 12 (e.g., kernel), software drivers 13, and 
hardware drivers 14. The isolated execution Ring-0 15 includes an operating system 
(OS) nub 16 and a processor nub 1 8 as described below. The OS nub 16 and the 
processor nub 18 are instances of an OS executive (OSE) and processor executive (PE), 
respectively. The OSE and the PE are part of executive entities that operate in a 
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protected environment associated with the isolated area 70 and the IsoX mode. Hie 
processor nub loader 52 is a bootstrap loader code that is responsible for loading the h. 
processor nub 1 8 from the processor or chipset into an isolated area as will be explained 
later. 

Similarly, ring-1 20, ring-2 30. and ring-3 40 include normal execution ring- 1 21. 
ring-2 31, ring-3 41, and isolated execution ring-1 25, ring-2 35, and ring-3 45. 
respectively. In particular, nonnal execution ring-S includes N applications 42,-42^ and 
isolated execution ring-3 includes M applets 46i-46m (where '«N" and "M*' are positive^ , 
whole numbers). 

One concept of the IsoX™ architecture is the creation of an -isolated region in the 
system memory, which is protected by components of the platform (e.g., the processor 
and chipset). Hiis isolated region, referred to herein as an 'isolated area." may also be in 
■ cache memory that is protected by a translation look aside (TLB) access check. Access 

to this isolated area is pemiitted only from a front side bus (PSB) of the processor, usin^ 
special bus cycles (referred to as "isolated read and write cycles") issued by the processor 
executing in IsoX mode. 

It is contemplated that links dedicated to solely support special cycles during 
remote attestation (referred to as "attestation cycles") may be employed within the 
platform. These attestation cycles may be based on the isolated read and write cycles or 
may be independent from the isolated read and write cycles. In Ueu of dedicated links, 
shared links may be employed within the platform to support remote attestation. 
Examples of these shared links include a Peripheral Component mtercomiect (PCI) bus, 
an accelerated graphics port (AGP) bus. an Industry Standard Architecture (ISA) bus. a 
Universal Serial Bus (USB) bus and the like. The attestation cycles are issued to prove 
locaUty. namely that a device with the keying material and a signing engine is accessing 
information (e.g., an audit log) stored in protected memory within the platform. .This 
mitigates the threat of software sunulating the retrieval of the audit log for example. \ 

nie IsoX mode is initialized using a privUeged instruction in the processor, 
combined with the processor nub loader 52. Hie processor nub loader 52 verifies and 
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loads a ring-0 nub software module (e.g., processor nub 18) into the isolated area For 
security purposes, the processor nub loader 52 is non-modifiable, tamper-resistant and 
non-substitutable. In one embodiment, the processor nub loader 52 is implemented in 
read only memory (ROM). 

One task of the processor nub 1 8 is to verify and load the ring-0 OS nub 1 6 into 
the isolated area. The OS nub 16 provides links to services in the primary operating 
system 12 (e.g., the unprotected segments of the operating system), provides page 
management within tiie isolated area, and has the responsibility for loading ring-3 
application modules 45, including applets 46i to 46m, into protected pages allocated in 
the isolated area. The OS nub 16 may also support paging of data between tiie isolated 
area and ordinary (e.g., non-isolated) memoiy. If so, then the OS nub 16 is also 
responsible for the integrity and confidentiality of the isolated area pages before evicting 
the page to the ordinary memory, and for checking the page contents iq)on restoration of 
the page. 

Referring now to Figure IB, a diagram of the illustrative elements associated with 
the operating system 10 and the processor for one embodiment of the invention is shown. 
For illustration purposes, only elements of ring-0 10 and ring-3 40 are shown. The 
various elements in the logical operating architecture 50 access an accessible physical 
memoiy 60 according to their ring hierarchy and the execution mode. 

The accessible physical memory 60 includes an isolated area 70 and a non- 
isolated area 80. The isolated area 70 includes applet pages 72 and nub pages 74. The 
non-isolated area 80 includes application pages 82 and operating system pages 84. The 
isolated area 70 is accessible only to components of the operating system and processor 
operating in the IsoX mode. The non-isolated area 80 is accessible to all elements of the 
ringrO operating system and processor. 

The normal execution ring-0 1 1 including the primary OS 12, the software drives 
13, and the hardware drivers 14, can access both the OS pages 84 and the application • 
pages 82, The normal execution ring-3, including applications 42i to 42n, can access 
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onlytotheappHcationpages82. Both the nonnal execution ring-0 11 and ring-S 41, 
however, cannot access the isolated area 70. 

The isolated «cecution rmg-0 15, including the OS mb 16 and the processor nub 
18. can access to both ofthe i«>lat«i area 70, including fl.e applet pages 72 and the nub 
pages 74, and the non-isolated area 80, including the appUcation pages 82 and the OS ^ 

pages 84. The isolated execution ring-3 45, including applets 46, to 46m. can access only 
to the apphcation pages 82 and the applet pages 72. The applets 46, to 46m reside m the 
isolated area 70. 

Refetring to Figure IC, a block diagram of an flluslrative embodiment of a 
platform utilising tie present invention is sho™ In this embodiment, platform 100 
comprisesaprocessorn0.achipsetl20.asystemmemoryl40andpenpheral 

compon«.ts (..g.. tokens 180/182 coupled to a token link 185 and/or a token reader 190) 
in communication with each other. It is ftrthcr contemplated that ^.eplat&im 100 may 
containoptionalcomponentssuchasanon-volatUememory(e.g.,flash) I60and 
additional peripheral components. Examples of these additional peripheral components 
include, but axe not limited or restricted to a mass stomge device 170 and on, or more 
input/oulput Q/0) devices 175. For clarity, the specific links for these penpheral ^ 
. components(..g.,Pabus, AGPbus,ISAbus.USBbus.™relesstransmitt«/rece.ver 

combinations, etc.) are not shown. 

In general, the processor 1 10 represents a central processing unit of any type of 
. archit«=t„re, such as complex instruction set computers (CISC), reduced instruction s« 
computers (RISQ. very long instruction word (VUW). or hybrid architecture. In one 
embodiment.theprocessorllOincludesmultiplelogicalprocessors. A'logical 
processor." sometimes refeired to as a thread, is a functional unit within a physrcal 
processor having an architectural state and physical resources allocated according to a 
specific partitioning fimctionality. Thus, a multi-threaded processor includes multiple 
logical processors. Tie processor UO is compatftle with the Intel Architecture (lA) 
processor, such as a PENTIUM® series, the IA.32« and IA-64™ . I, will be 
appreciated by those skilled in the art that the basic description and operation of the 

processor 1 10 applies to either a single processor platfcmr or a multi-processor platform. 
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The processor 1 1 0 may operate in a normal execution mode or an IsoX mode. In 
particular, an isolated execution circuit 115 provides a mechanism to allow the processor 
1 10 to operate in an IsoX mode. The isolated execution circuit 115 provides hardware 
and software support for the IsoX mode. This support includes configuration for isolated 
execution. dejEnition of the isolated area, definition (e.g., decoding and execution) of 
isolated instructions, generation of isolated access bus cycles, and generation of isolated 
mode interrupts. In one embodiment, as shown in Figure 3, the RAU may be 
implemented as part of the processor 110. 

As shown in Figure IC, a host link 116 is a front side bus that provides interface 
signals to allow the processor 1 10 to communicate with other processors or the chipset 
120. In addition to normal mode, the host link 1 16 supports an isolated access link mode 
with corresponding interface signals for isolated read and write cycles when the 
processor 1 10 is configured in the IsoX mode. The isolated access link mode is asserted 
on memory accesses initiated while the processor 110 is in the IsoX mode if the physical 
address falls within the isolated area address range. The isolated access link mode is also 
asserted on instruction pre-fetch and cache write-back cycles if the address is within the 
isolated area address range. The processor 110 responds to snoop cycles to a cached 
address within the isolated area address range if the isolated access bus cycle is asserted. 

Herein, the chipset 120 includes a memory control hub (MCH) 130 and an 
input/output control hub (ICE) 150 described below. The MCH 130 and the ICH 150 
may be integrated into the same chip or placed in separate chips operating together. In 
another embodiment, as shown in Figure 4, the RAU may be implemented as part of the 
chipset 120. 

With respect to the chipset 120, a MCH 130 provides control and configuration of 
memory and input/output devices such as the system memory 140 and the ICH 150. The 
MCH 130 provides interface circuits to recognize and service attestation cycles and/or 
isolated memory read and write cycles. In addition, the MCH 130 has memory range 
registers (e.g., base and length registers) to represent the isolated area in the system 
memory 140. Once configured, the MCH 130 aborts any access to the isolated area when 
the isolated access link mode is not asserted. 
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The system memory 140 stores code and data. The system memory 140 is : 
typically implemented with dynamic random access memory (DRAM) or static randorf 
access memory (SRAM). The system memory 140 includes the accessible physical 
' memory 60 (shown in Figure IB). The accessible physical memory 60 includes the 
isolated area 70 and the non-isolated area 80 as shown in Figure IB. The isolated area 70 
is the memory area that is defined by the processor 1 10 when operating in the IsoX mode. 
Access to the isolated area 70 is restricted and is enforced by the processor 1 10 and/or 
the chipset 120 that integrates the isolated area functionality. The non-isolated area 80 : 
includes a loaded operating system (OS). The loaded OS 142 is the portion of the 
operating system that is typically loaded from the mass storage device 170 via some boot 
code in aboot storage such as aboot read only memory (ROM). Of course, the system 
memory 140 may also include other programs or data which are not shown. 

. As shown in Figure IC, the ICH 150 supports isolated execution in addition to 
traditional I/O functions. In this embodiment, the ICH 150 comprises at least the ^ 
processor nub loader 52 (shown in Figure lA), a hardware-protected memory 152, an ^ 

•isolated execution logical processing manager 154. and a token link interface 158. For 
clarity, only one ICH 150is shown although platform 100 may be implemented with 
multiple ICRs. When there are multiple ICHs. a designated ICH is selected to control the 
isolated area configuration and status. This selection may be performed by an external 
strapping pin. As is known by one skilled in the art, other methods of selecting can be 
used. . t. 

The processor nub loader 52. as shown in Figures lA and IC, includes a 
processor nub loader code and its hash value (or digest). After being invoked by 
execution of an appropriated isolated instruction (e.g.. ISO^INTIO by the processor 110, 
the processor nub loader 52 is transferred to the isolated area 70. THereafler. the 
processor nub loader 52 copies the processor nub 1 8 from the non-volatile memory 1 60 
into the isolated area 70. verifies and places a representation ofthe processor nub 18 ^ 

(e.g., a hash value) into the protected memory 152. Herem. the protected memory 152 is 
implemented as a memory array with single write, multiple read capability. This non- 
modifiable capabiUty is controlled by logic or is part of the inherent nature ofthe 
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memory itself. For example, as sho^vn, the protected memory 1 52 may include a 
plurality of single write, multiple read registers. 

As shown in Figures 1 C and 2, the protected memory 1 52 is configured to 
support an audit log 156. An "audit log" 156 is information concerning the operating 
environment of the platform 100; namely, a Ustingof data that represents what 
information has been successfully loaded into the system memory 140 after power-on of 
the platform 100. For example, the representative data may be hash values of each 
software module loaded into the system memory 140. These software modules may 
include the processor nub 18, the OS nub 16, and/or any other critical software modules 
(e.g., ring-0 modules) loaded into the isolated area 70. Thus, the audit log 156 can act as 
a fmgerprint that identifies information loaded into the platform (e.g., the ring-0 code 
controlling the isolated execution configuration and operation), and is used to attest or 
prove the state of the current isolated execution. 

In another embodiment, both the protected memory 152 and unprotected memory 
(e.g., a memory array in the non-isolated area 80 of the system memory 140 of Figure 
IC) may collectively provide a protected audit log 156. The audit log 156 is stored in the 
memory array while information concerning the state of the audit log 156 (e.g., a total 
hash value for the representative data within the audit log 156) is stored in the protected 
memory 152. 

Referring still to Figure IC, the non-volatile memory 160 stores non-volatile 
information. Typically, the non-volatile memory 160 is implemented in flash memory. 
The non-volatile memory 160 includes the processor nub 1 8 as described above. 
Additionally, the processor nub 18 may also provide application programming interface 
(API) abstractions to low-level security services provided by other hardware and maybe 
distributed by the origmal equipment manufacturer (OEM) or operating system vendor 
(OSV) via a boot disk. 

The mass storage device 170 stores archive information such as code (e.g., 
processor nub 18), programs, files, data, appUcations (e.g., applications 42i-42n), applets 
(e.g., applets 46i to 46m) and operating systems. The mass storage device 170 may 
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include a compact disk (CD) ROM 172. a hard drive 176, or any other magnetic or optic 
storage devices. The mass storage device 170 also provides a mechanism to read 
platform-readable media. When implemented in software, the elements ofthe present 
invention are stored in a processor readable medium. The '♦processor readable medium- 
may include anymedium that can store or transfer information. Examples ofthe i„ 
processor readable medium include an electronic circuit, a semiconductor memory 

device, a read only memory (ROM), a flash memory, an erasable programmable ROM 
(EPROM), a fib« optic medium, a radio frequency (RF) link, and any platform readable 
media such as a floppy diskette, a CD-ROM, an optical disk, a hard disk. etc. 

m communication with the platform 100, I/O devices 175 include stationary or 
portableuserinputdevices,eachofwhichperforaisoneormoreI/OfUnctions. ^j,^ 

Examples of a stationaiy user input device include a keyboard, a keypad, a mouse, a 
trackball, a touch pad. and a stylus. Examples of a portable user input device include a 
handset,beeper.hand-held(e.g..personaldigitalassistant)oranywirelessdevice. The 

I/O devices 175 enable remote attestation of the platfoma 100 as described below. 

The token link 185 provides an interface between the ICH 150 and a fixed token 
180 (e.g., a motherboard token) and/or atoken reader 190 in communication with a ^ 
removabletokenl82havingcharacteristicssimilartoasmartcard. hi general, both 
types of tokens are devices that perfonn dedicated I/O functions. For embodiments 
shown in Figures 6 and 7. tokens 180 and/or 182 include keying material (e.g., unique 
cryptographic identifier such as a pubUc/private key pair) and functionaUty to digitally 
sign the audit log (or a representation thereof) with the private key of the key pair. The 
token link interfece 158 m the ICH 150 provides a logical coupUng between the token 
link 185 and the ICH 150 and supports remote attestation for recovery ofthe contents of 
the audit log 156. 

H. . rxfinerating anH TTHIizing a Pr^t^nted Audit Log 

Referring now to Figure 2, a flowchart ofthe illustrative operations ofthe 
platform to generate an embodiment ofthe protected audit log is shown. After power-on 
ofthe platform, segments ofinformation are loaded into the system memory for ^ 
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processing by a processor (block 200). Examples of these segments of infonnation 
include the processor nub and the OS nub. Concurrent with the loading of the segments 
of infonnation into the system memory, copies of each segment of the information 
undergo a cryptographic hash operation to produce a hash value of the segments. These 
hash values form an audit log stored in protected memory (blocks 205 and 210). In one 
embodiment, as shown in Figure 1 C, the protected memory is implemented within the 
ICH. The memory is deemed "protected" when the contents of the memory are readable 
and non-modifiable as described above. As subsequent segments of infonnation are 
selected for storage into the audit log, their hash values are appended to the audit log 
behind the previously computed hash values (block 215). It is contemplated that only 
hash values of selected nubs may be stored in the audit log. 

in. Remote Attestation 

A. Commencement of Remote Attestation 

hi one embodiment, remote attestation is initiated by issuing an attestation 
request. The attestation request can originate from a remote source or from an agent, 
local to the platform, which may or may not be acting as a proxy for the remote source. 
Normally, the attestation request comprises a primary query and/or one or more optional 
secondary queries. Each query causes the issuance of the attestation cycles, which are 
designed to retrieve contents of the audit log. At a minimum, the contents of the audit 
log may be used to verify the integrity of IsoX™ processor and the OS nub of the 
platform. The secondary query retrieves, in addition to the audit log, & hash value of a 
selected IsoX applet loaded by the platform in order to verify the mtegrity of the applet 
The hash value of the applet is generated on the fly by the OS nub. This avoids the need 
to store each and every loaded applet in the audit log. For primary queries, the RAU 
creates a message that may include the audit log, a digital signature covering the audit 
log, and one or more digital certificates for the RAU keying material and returns the 
message to the requestor. For secondary queries, the RAU creates a message that may 
include the applet hash, the audit log. a digital signature covering the applet hash and 
audit log, and one or more digital certificates for the RAU keying material and returns th( 
message to the requestor to retrieve different information cited above. 
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B. Processor Integrated RAU 

Referring now to Figure 3. the RAU 300 is integrated into the processor 110. %^ 
processor 1 10 is executing local code. Upon detection of an attestation request, the 
processor 110 establishes a conununication pathway with a component 310 responsible 
for storing the audit log 156. More specifically, in one embodiment, the local code 
executesaphysicalinstructioninresponsetoanattestationrequest. Thephysical 
instruction, when executed by the processor 1 10, causes the issuance of attestation cycles 
bytheprocessorll0forreadingcontentsoftheauditlogl56. ^ 

For illustrative sake, the component 310 maybe the ICH 150 of Figure IC, 
although other components within the platform 100 may be used. ITie communications 
between the processor 1 10 and component 310 are through one or more links such as a 
firsthnk310andasecondlink320. IHese links 310 and 320 may be configured as 
dedicated hnks for handling attestation cycles or shared links (e.g.. host link. PCI bus, 
etc.) enhanced to handle the attestation cycles. These attestation cycles signal the ^ 
component 310 to accept reads of the audit log 156. 

Upon receiving the audit log 156. the RAU 300 in the processor 110 produces a 
digital signature 330 by digitally signing the audit log 156 with the keying material 340 
(e g a pre-stored private key). The audit log 156, digital signature 330. and possibly 
digital certificates from the RAU keying material and packetized and sent as a message 
by the RAU 300 to the requestor or to an area 350 accessible to the local code. 

Of course, it is contemplated that if the audit log 156 is stored in unprotected 
memory, the ICH 1 50 may include a component (not shown) to verify that the contents of 
the audit log 156 have not been modified before releasing the audit log 156 to the 
processor 1 10. IHis may be accomplished by the component 310 generating a hash value 
of the audit log 156 recovered from unprotected memory and comparing the hash.value 
to the total hash value stored in protected memory. 

As an optional embodiment, the user may want to control when the keying 
material 340 is used. For example, the platform may issue a request message via a 
communications device 360 to a user opt-in device 380 over a protected commumcation 
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path. la one embodiment, the commimications device 360 is coupled to the token bus 
185 and is employed with a wireless receiver 365 and a wireless transmitter 370 
(coUectively referred to herein as a 'Vvireless transceiver"). The wireless receiver and 
transmitter 365 and 370 are used to establish and maintain direct communications with 
the user opt-in device 380. Of course, the user opt-in device 380 may be coupled to 
communications device 360 via any link type. 

Upon receipt of the request message, the communications device 360 issues a 
message to the user opt-in device 380 which enables the user to afSnn his or her desire to 
release the keying material 340 for generation of the digital signature 330. Based on an 
input by the user or lack thereof (e.g., depression of a key associated with user opt-in 
device 380, inaction by the user, etc.), a response message is returned to the 
communications device 360, which routes the contents of the response message to the 
RAU 300 over a protected communication path. Upon receipt of the response message, 
' the RAU 300 proceeds with the generation of the digital signature 330 and/or digital 
certificates for the RAU keying material and placement in the area 350 accessible to the 
local code if use of the keying material 340 is authorized by the user. 

C. Oiipset Integrated RAU 

Referring now to Figure 4, the RAU 300 is integrated into a core logic device 
400. As shown, the processor 11 0 is executing local code. Upon detection of an 
attestation request, the core logic device 400 estabUshes a communication pathway with a 
component 420 responsible for storing the audit log 156, More specifically, in one 
embodiment, the local code sends a message to core logic device 400 based on an 
attestation request. The message causes the core logic device 400 to issue attestation 
cycles for reading contents of the audit log 156. 

For example, in response to the attestation request, the core logic device 400 
routes the attestation cycles to the component 420 via link 430 to allow contents of the 
stored audit log 156 to be read. Link 430 may be dedicated to support remote attestation 
or support multiple functions inclusive of attestation cycles generated by the core logic 
■ device 400. Upon receiving the contents of the stored audit log 156, the core logic 
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device 400 that contains the RAU 300 generates a digital signature 330 for the audit log 
1 56 (as described above) and vmtes the digital sigoature 330 into an area accessible to . 
the local code, 

However, as shown in Figure 5. if the core logic device 400 also contains the 
audit log 156. internal signals 450 within the core logic device 400 are used to allow the 
RAU 300 to access the audit log 156. Again, upon receiving the contents of the audit 1^^ 
156 the RAU 300 of the core logic device 400 generates the digital signature 330 of the 
audit log and possibly one or more digital certificates for the RAU keying material (not 
shown). This infonnation is provided as a message to the requestor or written mto the 
area accessible to the local code. 

As an optional embodiment, the user may want to control when the keying 
' material 340 is used. For example, the platform may issue a request message 470 via>a. 
communications device 460 to a user opt-in device 490 over a protected commumcation 
path In one embodiment, the communications device 460 is coupled to the token bus 
185 and is employed with a wireless transceiver 465 in order to estabUsh and mamtam 
direct communications with the user opt-in device 490. 

m response to receiving the request message 470. the communications device 460 
issues a message to the user opt-in device 490. which solicits the user to affirm has or her 
desire to release the keying material 340 for generation of the digital sigaature 330. 
Based on an input by the user or lack thereof (e.g., depression of a key associated with 
the user opt-in device 490. inaction by the user. etc.). a response message 480 is returned 
to the communications device 460. which routes the contents of the response message 
480 to the RAU 300 of the core logic device 400 over a protected commmncation path. 
Upon receipt of the response message 480. the RAU 300 proceeds with the generation of 
the digital signature 330 and possibly digital certificates as described above and 
placement in the area accessible to the local code if use of the keying material 340 xs 
authorized by the user. 
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D. Fixed Token Integrated RAU 

Referring now to Figure 6, if the RAU 300 is integrated in the fixed token 180, 
the fixed token 1 80 communicates with a component (e.g., ICH 150) holding the audit 
log 156 over the token Imk 185. The functionality of token link 185 maybe enhanced to 
support attestation cycles that are only generated by the fixed token 180 when remote 
attestation is bemg requested. These attestation cycles are routed to the ICH 150 to 
request acceptance of reads to the audit log 156. Upon receiving the contents of the audit 
log 156, the RAU 300 implemented in the fixed token 180 generates a digital signature 
330 by digitally signing the audit log 156 with keying material 340 stored in the RAU 
300. Thereafter, the RAU 300 writes the digital signature 330 and possibly digital 
certificates for keying material 340 to the requestor or into an area accessible to the local 
code. 

As an optional embodiment, the user may want to control when the keying 
material 610 stored in the RAU 300 is used. For example, the user may be prompted to 
affinn his or her desire to release the keying material 340 for generation of the digital 
signature 330. The prompt may be accompUshed, for example, through transmission of a 
message 620 via a wireless transceiver 630 situated in the token 1 80. AfBrmation of a 
desire to release the keying material 340 may be made by either (1) transmitting a return 
message 640 fi:om a user opt-in device to the token 1 SO as shown or (2) entering access 
information via a user opt-in device (not shown) physically connected to the token 1 80, 
for example. Thereafter, the RAU 300 proceeds with the generation of the digital 
signature 330 and/or digital certificate(s) for the keying material 340. Then, this 
information along with the audit log 156 are sent to the requestor orplaced in the area 
accessible to the local code if use of the keying material 340 has been authorized by the 
user. Of course, opt-in messages 620 and 640 may be routed through the I/O device 175 
provided the messages are protected. 

E. Removable Token Integrated RAU 

Referring now to Figure 7, if the RAU 300 is integrated in the removable token 
182, the removable token 182 communicates with a component (e.g., ICH 150) holding 
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a.eauditlogl56ov«tt.eu,kenli»kl83. Tl>=taction.Uty6f«>k»ltakl85mayb. 

,o support atestatioa cycles to, are o»ly generated by me token reader upon 
in.er.ionorconnec.ion(i.e.. — .oken)ofremovabletolt«.182wh»remot^ 
attestation is being rcuestcd-T^ese attestation cycles are generated by the tokenreadeJ- 

190 to the hardware storing the audit log 156 (e.g., ICH 150) to.request acceptance of 
^,otheauditlogl56. Uponreceivingthe contentsof theaudit log 156,,heRAU 
300 unplemented in the ren>ovable token 182 generates the digital signature 330 by 
digitally signing d.e audit log 156 with keying n«terial 340 stored b the EAU 300 
Thereafter, to RAU 300 writes the digital sisaan>re 330 and/or digital oert.fic..e(s) for 
(he keying material 340 into an area accessible to the local code. . 

As an optional embodiment, flie user may want to control when the keying 
niat^ial 340 stored in the RAU 300 is used. For example. fl>e user may be prompted to 

a£to his or her desire to release the ke>togm^al 340 for generation ofthedx^tal 

ai^e 330. tteprompt maybe accomphshed, for example, through.ransm.ss,onofa 

n^essage 720 via awireless transceiver 730 sin-ated in the toko, 182. AfBrmanonofa 
desire to releasetokeying material 340maybemade by either(l)transmittmgan=«^^ 
message 740 fiom a user opt-in device (not shown) to the tok«> 1 82 as shown or (2). 
entering access informadon via a user opt-in device physically com,ect«l to the token 
182 (not shown) for example. T1.ereafter, the RAU 300 proceeds with the generatton of 
the digital signan» 330 and/or digiul cerHficates for the keying material 340. rout,ng 
throu^ the token r^der 190 and placement in the area accessible to the local code .fuse 
ofthe keying material 340 has been authorized by the user. Of course, opt-in messages 
620 and 640 maybe routed through .he I/O device 175 provided the messages are , 
protected. 

While this invention has been described with reference to illustrative 
embodiments, this description is no. intended to be construed in a limiting sense. 

various moafications of the illustrative embodiments, as well as o«.er embodiments of 
the invention, which are apparent to persons skilled in the art to which the invention 
pertains are deemed to Ue within the spirit and scope of the invention. 
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CLAIMS 

What is claimed is: 

1. A platform comprising: 

a processor including a remote attestation tmit, the processor executing in one of a 
normal execution mode and an isolated execution mode; 
a chipset to store an audit log; and 

a link coupled to the processor and the chipset, the link to support predetermined 
bus cycles for the remote attestation unit to read contents of the audit log when a remote 
attestation request has been detected. 

2 . The platform of claim 1 , wherein the remote attestation unit of the 
processor includes keying material. 

3 The platform of claim 2, wherein the remote attestation unit of the 
processor includes a digital signature unit to digitally sign the audit log with the keying 
material. 

4. The platform of claim 3, wherein the keying material within the remote 
Attestation unit includes a private key. 

5. The platform ofclaim 3, wherem the chipset includes: 

a system memory including an isolated area and a non-isolated area; 
a memory control hub coupled to system memory and the processor via a first 
link partially forming the link; and 

. an input/output control hub coupled to the memory control hub via a second link 
partially forming the link, the input/output control hub including single-write, naultiple- 
read memory to store the audit log. 
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6. The platform Of Claim 5 ftoher comprising a coitrniumcations device 
coupled to the input/output control hub. the communications device enables 
communications with a user opt-in device. 

7 The platform of claim 6, wherein the communications device includes a 
wireless transmitter and a wireless receiver to communicate with the user opt-in device. 

8 TTieplatformofclaim6,whereintheuseropt-indeviceenablesauserti^ 
control a stage of operation of the remote attestation by preventmg the creation of the 
digital signature. 

9. The platform of claim 2. wherein the remote attestation request includes a 
primary query. 

10 The platfonn of claim 9, wherein the remote attestation unit returns a 
message to a requestor in response to the primary query, the message includes the audit 
log and at least a digital signature being the audit log digitally signed with the keymg 
material. 

11. The platfomi of claim 10, wherein the message further includes a digital 
certificate for the keying material. 

12. The platfomi of claim 9. wherein the remote attestation request includes a 
secondary query. 

13 Theplatform of claim 12. wherein the remote attestation unit returns a 
message to a requestor in response to the secondary query, the message includes a haste 
value of a selected applet, the audit log and a digital signature including the hash value 
and the audit log* 



19 



V 



PCT/USOl/08891 

WO 01/75564 

14. The platform of claim 13, wherein the message further includes a digital 
certificate for the keying material. 

15. A platform comprising: 

a component to contain an audit log; and 

a device including a remote attestation unit to retrieve the audit log and digitally 
sign the audit log with keying material stored in the remote attestation unit, the audit log 
including representative data of software modules loaded v^dthin the platform after 
power-on. 

16. The platform of claim 15 further comprising a processor to detect a 
remote attestation request and to issue cycles to the component to allow the device to 
access the audit log. 

17. The platform of claim 15, wherein the device is a chipset. 

1 8 . The platform of claim. 1 6 further comprising: 

a chipset coupled to processor, the chipset including the component and a token 

link interface; and 

a token link coupled to the chipset. 

1 9. The platform of claim 1 5, wherein the device is a fixed token coupled to 
the token link. 

20. The platform of claim 19, further comprising a user opt-in device in 
communication with the fixed token, the user opt-in device enables a user to cease 
operations of the remote attestation unit. 

21 . The platform of claim 1 8 further comprising a token reader coupled to the 
token link. 
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22. Theplatfonnofclaim21,whereinthedeviceisaremovabletokenin 
commvmication with the token reader. 

23 The platform of claim 22, further comprising a user opt-in device in 
communication with the removable token, the user opt-in device enablesauser to ceas^^ 

operations of the remote attestation unit. 

24 A method comprising: 

sto'ring an audit log within protected memory of a platform, the audit log being a 
listing of datarepresenting each of a pluraUty of IsoX software modules loaded into the 

platfonn; . . \. 

retrieving the audit log from the protected memory in response to receiving a 

remote attestation request from a remotely located platfonn; and 

digitally signing the audit log to produce a digital signature before transfer to the 
remotely located platform. 

25. The method of claim 24, wherein the data representative of each of the 
pluralityofsoflwaremodulesisacryptographichashvalue. 
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